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Christian Esteve Rothenberg SMARTNESS
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Experimental environments /]
Testbeds, Emulators, Simulators? SMARTNESS

log(cost), where cost = f(complexity, resources, environment conditions)

Increasing Realism

Increasing Complexity

aaaaaaaaaaa

.
ASS e rt Christian Rothenberg

BOWL
iMinds Wl i
: 7 Nitos o 2
Mininet-WiFi -~ Orbit
EMANE R2Lab
EstiNet :
.7 CORE
; : : Loss of real experimental
NS-3 - : : conditions
OpenNet : Loss of experimental conditions

> OMNeT++ : : reproducibility,repeatability, etc.

log(realism)

Test and Evaluation Options

Formal Math. . Live
Models Simulators Emulators TestBeds petworks


https://mininet-wifi.github.io/book/

Experimental environments  Mininet ~ ﬁq:/\
: N 3
Testbeds, Emulators, Simulators?  Mininet-WiFi SVARTN

Emulator for Software-Defined Wireless Networks

# Define 66 Topology Script
topo = Topology ()

# Add Nodes

ve = topo.add_host('UE_1')

upf = topo.add_switch('UPF_Core') R '®)

O
) ’ i , b ©®)
# Add Link with 6G Impairments g
topo.add_1link(ue, upf,
bw="16086G" ,
delay='1ms"',
jitter='0.1ms')

How can we create more realistic network scenarios exploring the

programmable capabilities of modern switch architectures?

|
‘@' Using P7! The P4 Programmable Patch Panel.



Open-Source Programmable HW Experimentation Toolbox C(\J—'Q
Outline of today’s talk SMARTNESS
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Software-Defined Inception

()

SMARTNE:

° ° \ I {
Source of Inspiration SR L.
l WATANABE GORDON-LEVITT COTILLARD PAGE HARDY MURPHY BERENGER “*°CAINE

YOUR MIND IS THE SCENE OF THE CRIME.

Source: M.C. Escher, “Relativity,” 1953

R OF THE DARK KNIGHT

EXPERIENCE ITJULY 16 IN THEATERS AND IMAX

Source: 9


https://www.imdb.com/title/tt1375666/

Software-Defined Inception QGQ

Inception Concept: Nesting, Recursion, Fractals, etc. SMARTNESS

def fib(n):

RECURSION if n ==
RECURSION
RECURSION return ©

RECURSION
RECURSION

return 1
REC[J,,CI}SION else:

elif n ==

RECURSION return (fib(n-1)) + (fib(n-2))
It recurs. - o e -
RECURSION |
It recurs. daf fib(n): dal FEb(p):
if n ==& If n =-= 8:
return @ return @
elift n == 1! alif n == 1!
ey return 1 return 1
factorial( n ): [ I
o return (fib(n-1) +{fib(n-2}) return (£ib(n-1)) +(£idb{n-27)}
if n == ‘ sl i -
return 1 :::, :::.',';'",2‘(_.:..,7. ::: o5 Vi W o
else: : : , 23 2 : ; :
Iet urn n * factorl a L (n— 1) : »ﬁ: -e: _..:f. == _o: == o oo -eg c= oo oo oo oo
fnas|; Te:
............................................................................................................... www.mathwarehouse.com

factorial(n) = Source:

10

Reciireion — Imaae from AlaoDailv WWW.pENJEE.CoM


https://blog.penjee.com/recursion-animated-gifs-cs/

Software-Defined Networking QGQ

SMARTNESS

SDN Concept

Network Application(s)

@ Open northbound API
[ Controller Platform J

@ Open sauthbound :pPI

T —

Network Infrastructure

Source: Software-Defined Networking: A Comprehensive Survey, Proceedings of the IEEE, 2014. 11


https://doi.org/10.1109/JPROC.2014.2371999

Software-Defined Networking QQQ

SMARTNESS

15+ years of research SDN Research @ INTRIG/Unicamp

SDN for packet-optical convergence
Fast-rerouting / Protection

5G network core functions

ML-driven SDN control

In-band Telemetry

Heavy-Hitter detection

360 Video QoE estimation in P4

Intent-based Networking (IBN)

etc. 12

Network Application(s) SDN-IP Routing (RouteFlow)
@ Open northbound AP OpenFlow driver (i.e. libfluid ONF competition)
| Controller Platform | Open Source switches (ofsoftswitch1.x)
@ommthmﬂdim SDN for wireless (Mininet-WiFi)

Network Infrastructure

Source: Software-Defined Networking: A Comprehensive Survey, 2015



Software-Defined Inception

(42

SMARTNESS

Inception Concept

SDN
(P4 / TNA HW)

13



Software-Defined Inception

(42

Inception Concept: SDN becomes our rich testbed SMARTNESS
— s SDN/NFV Research
— “"'@":’"‘ o J Slicing Research

TSN Research
6G Research

Network Application(s)

@ Open northbound API

antrpller Platform

“Classic” Networking
Research

&

SDN
(P4 / TNA HW)

Education

14



Talk Overview QGQ

SMARTNESS

P4/Tofino Emulation and Traffic Generation Toolbox P7@
P4R o
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Background Q(:IQ

Programming Protocol-independent Packet Processors SMARTNESS

Traditional Switch (Fixed-function switch)

Switch OS

| Driver |

| OSPF H BGP ’ | etc. ’

Y v SWitCh OS “w # “ ”
e This is how | process packets ...
‘ Driver ‘ [ v J

Fixed-function switch

Source: Nick McKeown (Stanford.) 16



Background

(42

Programming Protocol-independent Packet Processors SMARTNESS
Traditional Switch Programmable Switch
Switch OS “This is precisely how you must Suiitch OS
- process packets”
[ Driver ] ":_‘:_;::E::::l‘ sotion szpert.avem.latsm. (¢ @VEI’ ’

int_header.sw_id, s¥_i
9XPOXt_queus_latency; f0 7t ni Sar: ns*.
< eq
add_to_field(tcp.dataOffset, 2);
add_to_field(ipvd.totallen, B);
fron_field

(ingress.

timedelta) 7

“This is how | process packets...”

-

Fixed-function switch

Programmable Switch

[



Background C(\]_'ij
Domain Specific Processors SMARTNESS
. Signal Machine .
Computers Graphics Processing Learning Networking

CPU GPU DSP TPU PISA
18



Background QGQ

Compile to multiple targets SMARTNESS

P4 program

source
P4 compiler
- p

e
— target code

router.p4

oooooooooooooooooooo

Source: https://qithub.com/rkuo/P4/blob/master/p4workshop2015.md 19



https://github.com/rkuo/P4/blob/master/p4workshop2015.md




P7: P4 Programmable Patch Panel

High-fidelity Network Emulation

Machine

Learning app

e .

PROGRAMMABLE
coo WHWW

PROGRAMMABLE
coo MWW

PROGRAMMABLE
coo WEWW

SMARTNESS

P4 Programmable Patch Panel (P7): An Instant 100G
Emulated Network on Your Tofino-based Pizza Box

Fabricio Rodriguez Francisco Germano Vogt Ariel Goes De Castro

Usiveraity of Camuenas (Usicazp) Urevemety of Camptrs (Unicamp) Fedvral Uatvernty of Pampa (Unipasspa)

Marcos Felipe Schwarz
Brazikan Naticeual Reacasch and
Educatwea Netwock (RNS)

ABSTRACT

Allemmatives to run high-Gdelity network expenments ase

traditionally baed on vietual snd emulation-basod environ-

mentx (¢g. Mininet). Whale extremely usefial for teackang
1

anud in wpport of 1 h pr L existing exp

plats e ly Limited to spewds of
10Ghg and wller from performunce- fidekty trade-ofs as
well as inherent sealability traints. With the p

bility that P4 bramgs 1o networking rescarchers aml the ca-
pabilities of new generation P4 hardware sapporting the
PSA (Portable Switch Aschatectore) smd TNA (Toline Na-
tive Architectere). it is poasible b realize packet peocessing
pipeline 1kt emulate certain network link characteristuos
and mstantiale 2 netwoek topelogy 10 run line-sate traffic w.
single plysical PAawstch (g . Tofino) This is the suen
contrbution of the P7 (P4 Programeable Patch Pancl) emsula-
tor. In tha demonstration, we show how to geserate different
network topologios statay from a single Enk 1o more com.
plex netwurk scenazios featering various devices and pathe
including diffesent link charadterntics (eg. htency, jitter.
packet kose, bandwidth) and 100G traffic copacitacs

1 INTRODUCTION

With incressangly powerful and conplex networkssy envi
roaments being worked out by the industry and acaders re-
search efforts. notably fucled lately by network programma
bility advasces (e.y. P4 [1]) the demand for experunental

validatsoe before actual depl Becomes §
Accesble and alfordable sowr-friendly tesbeds providiny
line-rate and kigh Glclty performance for evaluation pus-
poses are tncky to achieve. Rewcarchers” budgets are com
mealy limited and largely impact the quanlity and quality of
networking devices. In this sormarso, prepasing an russng
P are ly Limited 1o small-scale envaon.
mentx (e, speals, number of devicrx, complexity), emuke
tion virtuslxstion enviconments fe.g, Mininet (5], Mannel-
WiFi |3]) or sessulation-based approaches. At the end, well-
known trade-ofls of setworking expersmentation bat the
ch rosdssp amd comy 3, sspects such

Christian Rothenberg

Unmeeeetry of Campeanax (Lnicaap)

.
oA

Figare 1: 7 pt and P4 pipel

L

as realivm, Sexibilty, scalability, snd customizability of the
experments. amony, othens

I thax demso, we presest ) (P4 Programmuable Patsch
Panel)’ as 2 hagh-cad yet affordable netwock essulatzon plha-
forss that overcumes shortcomungs from traditional 10tbed
approsches. P7 expluits the caubilties of P4-capable hanl
ware %o provade realistic ermdation of network topalogies us
iny programmuble hardware pipeline features such s packet

laticams, port conlig) tcheaction tuble ab

Mraction, sloay asimple path routing solutics. Funbermore,
the user'experumenter can conned physacal seevers lo imect
custom traflic flows fe.g PCAP-lusal or Tofino-based) to
the ermdated networking soesarn (see Fyure 1), Re-playisg
limk perfoemance beluvior baved cn real traces data scts (e
5G access Enks) is alvo on the P7 roadmap

Our P7 efforts adbere 1o selatad work on netweoek emls
ticm platforms such a (5], [4] (6] s [2] The etter is chosest
10 P7 by sbo esplodmy P4 programemable infrastrocture s
including comtrol plane suppeet in ther sope

2 P7 ARCHITECTURE & DEMO
With a dexgn thet p mplicaty, P7 o an Band
Tused ermadation testbed that allows users %o define » target
network topology with annotated bnk metncx in 2 user
friendy manner The wser experience i very such similar te
dcfining topalogies ez the popelar Mininet crmdator [5)
From the user-defined topaloyy. P7 autogenerates all the
neconsary Blex feg, P4 code, tables infoenmation, chassis con
figeratzon) 1o transforss & P4 hardwose devace into a P4 Pro-
gramemble Pach Pune capable of realitically enmabating
dafferent wernarion

IPublic anadable & Merpe. gthad coms latilg- enbcasip pT

Source: P7 SIGCOMM Demo, 2022



P7: P4 Programmable Patch Panel QG/\

Table Table

Recirculation
e/z\e 0
n
q 8 _Match-ActionwMatch-ActionNMatch-Action |
O O
=

()]
0
Table 5
L

M e
DAC

P7 is a high-fidelity 100G traffic network

emulation, including various link |  L_________ ="

characteristics such as latency, jitter, | = b——

packet loss, and bandwidth, as well as the Everything
6@ option to customize network topologies. implemented in a

~ _r single P4 switch




Link Emulation

(42

P4/TNA implementation approaches SMARTNESS

Link Connectivity

Intern Recirculation + internal Tag

Latency [ms]

Internal timer + recirculation
TM + Pipelines recirculation

Jitter [ms]

Hash to determine recirculation times
Lookup table with mathematical functions

This are the
available link
metrics and
how were
implemented

Packet loss [%]

Random function to determine packets discard probability
Realistic packet loss model

Bandwidth

Rate limit TNA TM feature
Port configuration and shaping

23



Link Emulation

P4/TNA implementation approaches

(4

SMARTNF‘“

Link Connectivity

Intern Recirculation + internal Tag

Latency [ms]

Internal timer + recirculation
TM + Pipelines recirculation

Jitter [ms]

Hash to determine recirculation times
Lookup table with mathematical functions

Limitation
° Switches are treated as a
simple forwarding nodes
without instantiate a
custom P4 code
Solution
° Allocate a dedicated pipe
for user-defined P4 code
and incorporate it into
each emulated nod

Packet loss [%]

Random function to determine packets discard probability
Realistic packet loss model

Bandwidth

Rate limit TNA TM feature
Port configuration and shaping

24



P7 Multiple Pipelines Design QGQ
SMARTNESS

H1 ... | N N . H2

: h - = Ingress | \ A Egress
sszs: O Main packet sss52i O
: O : : :
P7 PO = pipe | W V' | pire | uc_lw Port E oUT
IN i‘::::::::::::::::;:::::::::::::::::::::::::::::::::':::: Sl Port
Port P1 ) n :
s m Ingress | A A Egress n P1
Loopback packet Rec
Rec g Plpe v Traffic |7 pipe LI? Port
Port —_— Manager

Original packet + P7 header

We propose a solution where a dedicated
pipe runs the P7 P4 code, and a separate We send the packet in the P7 pipe (P0)
- pipe runs the user-defined P4 code to the pipe where the user-defined P4
2 code is running (P1) using recirculation




P7 Architecture N
=
SMARTNESS

Input
Support

Generated The user defines the topology and sets a
Compile

Running custom P4 code. @
SDE S

P7 Topology |-
definition

User P4
code input

--------- RT R =
* N
i | Parse User Mod User ’ : ’ P4 codes | -
- P4 Code P4 code Y . =
S User P4 Codeif- """~ Cti—Pp
- SRRy . ' bf-SDE
. | P7 . Run Switch | -
dijkstra i | P4code o | 2 Pipelines
:é ."'."' CYTLLL CECITLLL .....-....-..--; : : C ﬁ : .;;.%?:;ﬁﬁ-ﬁ.}ﬁ.ﬁ-ﬁﬁﬁ-ﬁ:ﬁz_@:{ﬁ:ﬁﬁﬁ%
R onfigure |: i
bfrt Ports —} D BorEs : *
A Controller files: :t
: " " . . bfrt
= L < B> < T m) - -
g % % v 4_ Topology | Send Table |:
Graph - 7| Information
ki .




P7 Architecture

P7 Topology
definition

User P4
code input

.................................................

Parse User Mod User
P4 Code P4 code

User P4 Co

Input
Support
Generated
Compile
Running
SDE
RT

Run Switch
2 Pipelines

(6N

AN

bf-SDE

:> Configure

Ports

.. | P7
dijkstra | g
J | P4 code
bfrt Ports
..................... Controller files
i : i* Topology
-I. -L Graph

!

Information

_'> Send Table

P7 processes the data and generates the
necessary files:

P7 P4 code

User P4 code
Tables information
Ports configuration

P7




P7 Architecture N
=
SMARTNESS

Input
Support
Generated
Compile
Running
SDE
RT

P7 Topology |-
definition

User P4
code input

S ¥ Compile

Parse User Mod User
P4 Code P4 code

User P4 Co :

P4 codes

e —— _ > SDE The user needs to compile both P4 codes @

dijkstra | P7 Run Switch \ — /
| P4 code . .| 2 Pipelines |: -

T T T T S T R R R I e T
" =':---- N N N N 53.:

I

bfrt Ports —} Co;\cf;lr%:re * -~

S Controller files; © :t
: - ; bfrt

[ >< ] =
% % 4_ Topology Send Table
=B swa Gra h H
p Information




P7 Architecture

-| P7 Topology |- InpUL
definition . Support
Generated
Compile
User P4 Running
code input SDE
......... RT
-1 | Parse User Mod User | 7 > e daodes | :
:g P4 Code P4 code Y .
L User P4 Code: |: """  —
. I == === . ' bf-SDE
.. | | P7 . Run Switch
dijkstra | P4 code . | 2 Pipelines
bfrt Ports —b X" ConigHic . :
- Ports *
..................... Controller files; © | '—:t
I bfrt
=Gy 4 v
" % % " 4_ Topology Send Table
Graph i
p Information

Run P7

AN

L.

Finally, the user can run the switch with
both P4 codes and send the tables and
ports configuration using the bfrt.




Example of P7 topology QGQ

SMARTNESS

SW3

1000 0=
H3

L7

100000
H4 H2

SW1

10000 =0 30
H1




Example of P7 topology QGQ

SMARTNESS

SW3

10000=0

H3
How can we inject traffic in this tgﬂgﬂsto explngLe at 100Gb/s?
% 10000 =0 1000 0=
e H2
? SW1
L1

10000 =0 o
H1




Example of P7 topology QGQ

SMARTNESS

| sw1

-%)- Turning our own switch into a High-Performance parameterizable

traffic generator: PIPO-TG
H1




PIPO-TG: Programmable HW Traffic Generation
Problem, Challenges, State-of-art

-] How we can reproduce
y 1O é traffic patterns?

.5l How inject this traffic

iﬂ' into the network?

I

=% Network Testing

(42

SMARTNESS

33



PIPO-TG: Programmable HW Traffic Generation

Problem, Challenges, State-of-art

=0 |]|

I

=% Network Testing

Software:
- Iperf

- TCP Replay
- TRex

-] How we can reproduce
y 1O é traffic patterns?

How inject this traffic
into the network?

(42

SMARTNESS

34



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬁ
Problem, Challenges, State-of-art SMARTNESS

-] How we can reproduce
y 1O é traffic patterns?

O- I][|| How inject this traffic
=000 into the network?

I

=% Network Testing

Software:
- lperf

- TCP Replay
- TRex

However...
- Performance
- Inaccuracy 35



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬁ
Problem, Challenges, State-of-art SMARTNESS

-] How we can reproduce
1! traffic patterns?

=L

- [|| How inject this traffic

i’ into the network?
i .

=

=% Network Testing

Software: Hardware:: -

- Iperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex o
However...
- Performance

- Inaccuracy 36



PIPO-TG: Programmable HW Traffic Generation

(42

Problem, Challenges, State-of-art SMARTNESS
-] How we can reproduce
y 1¢{D1  traffic patterns?
.
O I][|| How inject this traffic
=00 jnto the network?
L
=% Network Testing
Software: Hardware:: -
- Iperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex o N
However... However..."
- Performance - Scalability and
37

- Inaccuracy Cost
1 1

1 °1°y



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬂ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for
(5= How we can reproduce Ethernet/IP Networks

1! traffic patterns? i )
- STEFFEN LINDNER*, MARCO HABERLE ", (Graduate Student Member, IEEE),
g g AND MICHAEL MENTH", (Senior Member, IEEE)

=

.- l]l How inject this traffic HyperTest'er: High-Performance Network Testing
= 0Ul, into the network? Driven by Programmable Switches

Dai Zhangoﬂ Yu Zhou®, Zhaowei Xi®, Yangyang Wnng"a. Mingwei Xu®, Senior Member, IEEE,
and Jianping Wu, Fellow, IEEE

=% Network Testing

Software: 4  Hardware::L*

- lperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex

However..2)  However...5f
- Performance - Scalability and
- Inaccuracy Cost /o

1 1 e e,



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬂ

=

Problem, Challenges, State-of-art SMARTNESS
P4TG: 1 Tb/s Traffic Generation for . .
- How we can reproduce Ethernet/IP Networks Limitations:
1! traffic patterns? - Flexibilit
L b e e y

- Server dependency

Q- - l]l How inject this traffic HyperTest'er: High-Performance Network Testing - not o p en-source
= 0uly| . to the network? Driven by Programmable Switches L. .
n : - limited traffic

patterns

Dai Zhango’. Yu Zhou®, Zhaowei Xi®, Yangyang Wnng"a. Mingwei Xu®, Senior Member, IEEE,
and Jianping Wu, Fellow, IEEE

=% Network Testing

Software: =&
- Iperf

- TCP Replay
- TRex o
However...
- Performance
- Inaccuracy

Hardware: "
- FPGA-based
- ConnectX-5

However...: "
- Scalability and
Cost 39

1 1 e e,



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬂ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for X .
(~LJ How we canreproduce  pihermet/IP Networks Limitations:

/ ) ! i ? T
*‘\’ 9 trafflc patterns - STEFFEN LINDNER ', MARCO HABERLE ", (Graduate Student Member, IEEE), — F I-eX I b | l-lty
AND MICHAEL MENTH", (Senior Member, IEEE)
- Server dependency
Q- |][|| How inject this traffic HyperTest'er: High-Performance Network Testing - not o p en-source
= 0uly| . to the network? Driven by Programmable Switches .. .
- n ° Dai Zhang®, Yu Zhou®, Zhaoweiﬂ "xdit;‘i:1 :i:g!wa \;f;;;j:[gfwel Xu®, Senior Member; IEEE, - l, I m I t e d t r aff I C

patterns

%‘Q Network Testing
How can we combine the hardware and software
%‘m generation benefits?

Software: Hardware:

- lperf - FPGA-based

- TCP Replay - ConnectX-5

- TRex -

However.. X However...:[:

- Performance - Scalability and

- Inaccuracy Cost 40

1 1 e e,



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬂ

Problem, Challenges, State-of-art SMARTNESS
P4TG: 1 Tb/s Traffic Generation for . .
- How we can reproduce Ethernet/IP Networks Limitations:
1! traffic patterns? - Flexibilit
L b e e y

- Server dependency

@’ _ l]l How inject this traffic HyperTester: High-Performance Network Testing - N Ot o) p en-source

. Driven by Pro grammable Switches
‘ n ' ? ° ° °
- I nto th e n et o rk ° Dai Zhango’. Yu Zhou®, Zhaowei XIO.. Ya‘ g Wang™, Min, ci Xu®, Senior Member, IEEE, - l, I l I I I t e d t raff I C
2 : g and Jianping Wu. Fel[ow. IEEE
patterns

=% Network Testing

Software:
- Iperf

- TCP Replay
- TRex o
However...
- Performance
- Inaccuracy

‘ How can we combine the hardware and software
%m generatlon benefits?

Hardware: "

- FPGA-based \ .# PIPO-TG: Parametrizable

- ConnectX-5 - _ High-Performance Traffic Generator
However...:L- 7 *

- Scalability and

Cost 41

1 1 e e,



PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬂ

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 160, "100G")

#instatiate the traffic generator
#define the generation port
#physical port, port ID(D P), portBw

myTG.addTroughput (max=500, min=106, interval=4) #courve (a) - 4 seconds

myTG.addTroughput(max=500, min=100, interval=8) #courve (a) - 8 seconds

myTG.addIP(ip src="192.168.1.10", ip dst="192.168.2.20") #set teh IP headers source and destination address
myTG.generate() #start traffic generation

Processing
....... module ______
) ; Preprocessin ; '
!l PIPO-TG ! G 2 ! Generate | Generate !
! traffic |} ) | port config tab_le !
1| definition 1 '\ Parser |, : entries |
) ' :!user traffic|* > :
' 2 '
|| UserPa + festinition | | Generate | oo
i code | REssseesss L i PIPO-TG runtime file '
\| (optional) 1| P4 code :
LR | N [ — I
___________________________ -
/’ ' : v :
: , PIPO-TG Runtime
es , P4 code file
i 1
i ! !
PIPO-TG Running on iPort Config Table s
Tofino Switch : entries
___________________
Execution Generated
module iles

PIPO-TG
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High-performance flexible traffic generation using a P4/Tofino Switch

(42

SMARTNESS

myTG = PipoGenerator() #instatiate the traffic generator
myTG.addGenerationPort(68) #define the generation port
myTG.addOutputPort(5, 160, "100G") #physical port, port ID(D P), portBw

myTG.addTroughput (max=500, min=100, interval=4) #courve (a) - 4 seconds

myTG.addTroughput(max=500, min=100, interval=8) #courve (a) - 8 seconds

myTG.addIP(ip src="192.168.1.10", ip dst="192.168.2.20")
myTG.generate()

#set teh IP headers source and destination address
#start traffic generation

Processing
....... module ______
) ; Preprocessin ; '
!l PIPO-TG ! G 2 ! Generate | Generate !
! traffic |} ) | port config tab_le !
1| definition 1 '\ Parser |, : entries |
) ' :!user traffic|* > :
' 2 '
|| UserPa + festinition | | Generate | oo
i code | REssseesss L i PIPO-TG runtime file '
\| (optional) 1| P4 code :
LR | N [ — I
___________________________ -
/’ ' : v :
: , PIPO-TG Runtime
es , P4 code file
i 1
i ! !
PIPO-TG Running on iPort Config Table s
Tofino Switch : entries
___________________
Execution Generated
module iles

PIPO-TG
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PIPO-TG: Programmable HW Traffic Generation

myTG

myTG.
myTG.

High-performance flexible traffic generation using a P4/Tofino Switch

= PipoGenerator()
addGenerationPort(68)
addOutputPort(5, 160,

" 1006" )

myTG.

myTG.

addTroughput (max=500,

addTroughput (max=500,

min=100, 1nterval=4)

min=100, interval=8)

myTG.
myTG.

addIP(ip src="192.168
generate()

.1.10", ip dst="192.168.2.20")

|| PIPO-TG
traffic '

:
definition '
1
User P4 E
1
1
1
1

code
(optional)

PIPO-TG Running on
Tofino Switch

Processing
module

.................. ,

Preprocessing . '
module !| Generate Ge':;:'ate :
‘e ', N e 1
E Parser || : portconfig) o ries !
:!user traffic|} > :
1| definition |! \| Generate :
» I ' || PIPO-TG r:“:‘:::.: ot
!| P4 code .

tsooooooooToo oo A

_________ boo....

Output|

P4 code
'

E Port Config

Execution
module

. PIPO-TG Runtime

file

Table
entries

Generated

PIPO-TG

#instatiate the traffic generator
#define the generation port
#physical port, port ID(D P), portBw

#courve (a) - 4

(a)

#set teh IP headers

seconds

- 8 seconds

source and destination address

#start traffic generation

500
; &
2 350
= 300
S 250
S 200
=
2 150
= 100
& g
0

5

100 15 20 25 30 :35 40
Time (seconds)

(b) 8-second square wave shape.

Throughput (Mbps)

500
450

350

300

250
200
150
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50
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(a) 4-second square wave shape.
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PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 160, "100G")
myGenerator.addIP(ip dst = "10.0.0.2")

myTG.addVariance([10000, 90000], [8, 2])
myTG.generate()

Processing

module

...................
¥ : Preprocessin ' '
!l PIPO-TG ! G 2 ! Generate | Generate !
| traffic ! peEeEesass ‘|port config| bl !
1| definition 1 '\ Parser |, : entries |
) ' :!usertrafﬁc: > :
! ' 1 definiti i
! UserP4 | ,3 inition |1 | Generate Goneratell'
' code | REssseesss . i PIPO-TG runtime file '
\| (optional) 1| P4 code :
1 1 1

i | PIPO-TG Runtime !

.......... |- .-.-.-.-.-.-.-.-;L.-.-.-.-.-.-.-.-.'
.\?} Output E 55

e ———

es , P4 code file
'
i 1
L

1
Table

PIPO-TG Running on ' ! Port Config le
Tofino Switch : entries
....................................
Execution Generated
module iles

PIPO-TG

#instatiate the traffic generator
#define the generation port
#physical port, port ID(D P), portBw
#set IP header with destination address

#([Throughputs], [Intervals])
#start traffic generation

100 . : . : . : .

B owl I ( i
o

= 60 | !
o,

£ W \'
2

£ L L !

0

0 g 1 158 200 25 30 35 4
Time (seconds)
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PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator()
myTG.addGenerationPort(68)

myTG.addOutputPort(5, 160, "100G")

myTG.addThroughput (10000, "meter")

#instatiate the traffic generator

#define the generation port
port ID(D P),

#physical port,

(42

SMARTNESS

portBw

#define throughput(Mbps) and the type(port shaping or meter)

myTG.addIP(src="192.168.1.0", srcRandom =

myTG.generate()

#start traffic generation

True, srcMask = 24, dst="192.168.2.2")

Processing
module

...................

) ; Preprocessin ' '

!l PIPO-TG ! G 2 ! Generate | Generate !

! traffic | | [T | port config table !

1| definition Parser : entries
) ' ! user traffic >

' 1 '

|| UserPa H definition | Generate | oo

i code | REssseesss i PIPO-TG runtime file '

\| (optional) 1| P4 code :

' ] Y 1

|
...............

2 5
.\?} Output :

=TT ‘ 5

PIPO-TG Running on
Tofino Switch

«—
L

Execution
module

oy
i !Port Config

i :
! ! PIPO-TG Runtime '
, P4 code file

1
Table
entries |

Generated
iles

50
2 sl
S L ¢
) b o ° * e ...' - :‘ .‘0. L .' % Al
T 40 [2,, 550 anee N el L el W'
EE A TR SO M N )
& 351 ‘ . '
Ere

30 4 2 " o "

0 50 100 150 200 250
[P Addresses

PIPO-TG

46



PIPO-TG: Programmable HW Traffic Generation QGQ

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS
myTG = PipoGenerator() #ine
myTG.addGenerationPort(68) #dei
myTG.addOutputPort(5, 1660, "100G") #phy Main Features:
myTG.addThroughput (10060, "meter") #define thrt ¢ Packet Crafting'
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMas} ’ o e .
myTG.generate () :<r. ® Throughput pattern definition;
e Common protocols;
e Custom protocols;
e Packet size definition and distribution;
o aa] e Workload Assay.
R e User P4 code support
N
— ‘ 5‘_; P4 code file I
B o 47
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PIPO-TG: Programmable HW Traffic Generation @Q

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS
myTG = PipoGenerator() #ine
myTG.addGenerationPort(68) #dei
myTG.addOutputPort(5, 160, "100G") #phy Main Features:
myTG.addThroughput (16000, "meter") #define thre e Packet Craﬂ:ing'
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMas} ’ o e .
nyTG.generate() :<r. ® Throughput pattern definition;
e Common protocols;
_. - Niintairnas ~nvratran~n~l~e.
And if we need advanced features like TCP connections and n;
reproduce real packet traces?
:' :Wc: ;i, = : '_U'B'vl—l—l—mmﬂlvu <
T I N
7 T e | EEEEEEss ) L """" :
& - . h.f:..':ﬂ
S Ot 48
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PIPO-TG: Programmable HW Traffic Generation @O

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 166, "100G")

3

Main Features:

myTG.addThroughput (10000, "meter") #define thr e Packet Crafting'
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMasI ’ e e .
myTG.generate() :ct. ® Throughput pattern definition;
e Common protocols;
- Niintairnas ~nvratran~n~l~e.
And if we need advanced features like TCP connections and n;
reproduce real packet traces?
IU rP4 | " :defl : ‘G !‘ . ‘ N o ] Rl i
\

- - P4 Replay (P4R): our traffic generated desighed to establish real
TCP connections and reproduce PCAPs using the P4 switch

e e e m e e e ———-——---- e m e e e e e - -———----- N
Execution G t d
PIPO-TG

i ——_2——
C T — — — — —

PIPO-TG Run
Tofino SWI




P4 Replay (P4R) QGQ

Operation modes SMARTNESS

Server/Client Server Client

i
oo I
3 I

Client Mode: P4R can reproduce PCAPs or establish TCP connections
with a connected server.

@ Server Mode: P4R responds to TCP connections from connected clients.

©

Internal Mode: P4R can send packet traces or TCP connections to test
an user P4 code running in parallel, in another pipeline. 50




P4 Replay (P4R)

PAR capabilities

01101100
01101111
01110110

01100101

PCAP
Reproduction

(42
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P4 Replay (P4R) QGQ

P4AR capabilities SMARTNESS
Original
Reproduction
>
PCAP >
Reproduction Throughput

Reproduction

52



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , L : :
> - High accuracy in inter-packet arrival times
1101111
01110110
01100101 ——
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port

Reproduction
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P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
01101111
01110110
01100101 —
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port
Reproduction
23
0
Stateful

Connections L,



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , L : :
> - High accuracy in inter-packet arrival times
1101111
01110110
01100101 ——
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port

Reproduction

(~)
()

‘EEE”
Stateful

Connections
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P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
1101111
01110110
01100101 ——
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port
Reproduction Single Port
100 Gbps

(~)
(-]

Oo—O0
Stateful é@
i 3
Connections onl’s O -



P4 Replay (P4R)

PAR capabilities

(42

SMARTNESS

Original
Reproduction
>
01101100
01101111
01110110
01100101 ——
PCAP >
Reproduction Throughput

Reproduction

(~)
(-]

Stateful

Connections

- High accuracy in inter-packet arrival times

- High throughput, reproducing the PCAP in a
repetition mode up to 100 Gbps Rner— ort

Single Port ultiple Ports
ingle Po 5

100 Gbps 306\09 O

Oo—O0 > O
0

50 —> “eg O

30 50
O 2

'30(;bps O O

3
o ths O
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P4 Replay (P4R) Q{:‘Q

P4AR capabilities SMARTNESS
Original
Reproduction , L : :
> - High accuracy in inter-packet arrival times
01101111
01110110
01100101 —
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps Rlleri orl’t Port
Reproduction Single Port “ 'pi ons

\ Which packet traces can we reproduce?

=\ia] g

— @ — o O - 0% O
Stateful 20
20
Gbp

Connections 7 O A
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P4 Replay (P4R) QGQ

P4R CapabllltleS SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
1101111
01110110
01100101 ——
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps Rlleri .O{t Port
. ] ultiple Ports
/w Reproduction Single Port . -
Which packet traces can we reproduce?
|

=s}8; —> @ — 0 —» %%9

\ ’
“\§¢)/ST We can generate our own realistic traces using Packet Mancer!
V4 \
on

[N =AU % L) B p-) "'Gbp?'o %é 59
Pe
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Use cases & Further Reading
(Selected) for 6G research
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Time-fidelity Traffic Generation

Work-in-progress

User Block

Define
Traffic COnﬂguratIons

User

TFTG Preprocessmg

Generate
able Entries

‘ R A
Generate Generate Port
T ThiGRd Configurations
Code 9
=

7 /

l

Tofino Traffic
Generation Unit

Template
Packets

Normal

Configure

|

~

Tofino Pipeline

p

/

INPUT
PORTS

Traffic
Classifier

Traffic

Normal
Packets

W
J

>[]

Ingress Pipeline

y TFTG Processing X
- Ve ‘ N
> Forwarding Queue and
-y Packet and Priority N
Scheduling Editor Replication =~ Management
Block Eogiue
A 4
. Drop ]
\,\: /

Normal Forwarding

\k

[ Traffic )
Manager

5 Packet size
. Correction |

Pipeline
Change

\ o= /

/" Egress )
Plpelme

Measurement
Block
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Example of PIPO-TG use case

Reproducing TSN delays with PIPO-TG

Real delay measurements from EU SNS

Deterministic6G project:
(www.github.com/DETERMINISTIC6G/deterministic6g_data)

<histogram>
<bin low="1500ns">3</bin>
<bin low="2000ns">13</bin>
<bin low="2500ns">20</bin>
<bin low="1000ns">0</bin>
</histogram>

Delay (ns)

Delay (ns)

1x107E
1x10° %
100000 %
10000 %

1000 Hz

100

20000

18000

16000

14000 -

12000 -

10000 -

8000

6000

4000
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Generated delay

:Desired delay = = =

(] ]
100 200 300
Packet number

o

Generated delay =
Desired delay s——

100 200 300 400 500 600 700 800 900 1000
Packet number
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Example of P7 use case 4
Path-aware networking IN a Tofino BoX (PINT-BoX) SMARTNESS

6.0% 30.1 ms

4.0% 20.1ms.

Loss (%)

Path 1 Path 2 Path 3

Fig. 2. Loss and Latency measurements over different path
TABLE I 30 15¢
TABLE wiTH THE TTL WEIGHTS OF EACH CORRESPONDING SWITCH
TTL Weight | SWI | SW2 | SW3 | SW4 | SW5 | SW6 251 [
Request 4 5 6 7 8 9 _ i
Reply 10 11 12 13 14 15 320/
= Pathl Path2 Path3 L12¢
315
TABLE II 5 11
CustoMizeD NETWORK LINK METRICS FOR THE DEMO IN EACH PATH. § 10 »
Path Link | Bandwidth | Loss | Latency Cmnlattye TIL 5 —— Throughput (Mbps)
Request Reply — TTLH2-> H1 90
Path 1 L5 10G 3% 5 ms 32 62 ---= TTLH1->H2
Path 2 L3 10G 1% 15 ms 33 63 0 80
Path3 | L4 10G 2% | 10 ms 39 75 0 > B et 150 180




Example of P7 use case

In-network collision avoidance

(42

SMARTNESS
UAV Edge P4 router Remote API
Remote API functions (e.g.,
Collision avoidance
algorithm)
G;i ; —> Status
: — — » Remote informe
------ > Actions
CoppeliaSim Tofino Python
/P7 64



» .

F. E. R. Cesen et al., "Harnessing P4 for
In-Network Unmanned Aerial Vehicle

Obstacle zane

Collision Avoidance," IEEE NetSoft 2025

-

A

40 [ 1]
Time Step

COPPELIA @ ROBOTICS P7 - Tofino Remote API (a) UAV path. (b) Collision detection.

- Fig. 6: In-network collision avoidance scenario.
v o - r‘ PR 0 -m .).‘ . -G — ! 1’4"? 04"{ 0.6 04"? 04"1_ k
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Fig. 5: Collision avoidance algorithm + P7.
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(a) In-network control. (b) Remote API control.
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Customer BS MEC - Access Cloud Fig. 9: In-network vs. remote control. Velocity = 0.66m/s.
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F. E. R. Cesen et al., "Towards Low Latency

Industrial Robot Control in Programmable ( r\]_|: ]

Data Planes," IEEE NetSoft 2020

SMARTNESS
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table tcp_exact

Threshold tcp_payload_match Stop 66
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Holographic-Type Communication (HTC)
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P7-based Experiment Testbed setup SMARTNESS
B
(- Y \ E]f‘&/{’s)) QoE Rating
“% e Edge 1 : a1
I - Packet L o
: acket Loss 0 Q1
; ply Delay i .
\{ .‘ A 2
Poin:c . P2 swi 10 v
Clouds 01
E 10 Q3
%ﬂrc - Q2




A. Teixeira et al. Assessing QoE in Edge-Delivered Holographic

Streaming with a Programmable Hardware Testbed.
In IEEE NetSoft'25 demos.

SMARTNESS

Assessing QoE in Edge-Delivered Holographic
Streaming with a Programmable Hardware Testbed

© Alan Teixeira da Silva, ¥ Fabricio E. Rodriguez Cesen, @ Md Tariqul Islam, @ Rafael P. Silva Clerici,
© Vanessa Testoni and @ Christian Esteve Rothenberg
© Universidade Estadual de Campinas (UNICAMP), Brazil

Customer
Premises

BS MEC

Access Cloud
Edge

PoP DC

= Telefonica, Spain
mp.br; i

Emails: {a265560, 1273034, } uni

Abstract—Holographic-type communication demands multi-
Gbps throughput and ultra-low latency, posing significant ch
lenges to current 5G networks. This paper presents a
grammable testbed built on the P7 network emulator, which
overcomes the throughput constraints of conventional platforms.
Our demonstration deploys three edge computing slices—o
a far edge and two at near edges—to support volumetric media
streaming directly to VR head-mounted displays. By dynamically
adjusting network metrics such as latency and packet loss across
these P7-enabled slices, users can observe in real time how these
metrics affect the Quality of Experience (QoE) of holographic
contentin VR and gain valuable insights into optimizing network
performance for enhanced Quality of Service (QoS).
Index Terms—HTC, volumetric, streaming, QoS, QuE.

1. INTRODUCTION

Immersive technologies (e.g., virtual reality, multisen-
sory extended reality) are changing digital interactions, with
Holographic-type Communications (HTC) [1] evolving as a
specially demanding kind of application. Transmitting holo-
‘graphic/volumetric content, including Point Clouds (PCs) and
Light Fields (LFs), with six degrees of freedom (6DoF)
requires massive bandwidth (Gbps to Tbps) and ultra-low
latency (<5 ms), which is beyond the capabilities of current
5G networks, leading to increased rescarch on 6G systems.

Key Performance Indicators (KPIs) such as peak data rate,
user-experienced data rate, and latency are vital metrics for
evaluating HTC systems [2], with latency being particularly
eritical for PC transmission. To meet these KPI demands, next-
‘generation networks must leverage Software Defined Networks
(SDNs) for flexible and programmable network management
and Network Function Virtualizations (NFVs) to virtualize
network functions. Additionally, network slicing optimizes
resource allocation per application, while edge computing
reduces latency by processing data closer to users. These
technologies collectively minimize quality of service (QoS)
degradation, enhancing the quality of experience (QoE) for
immersive applications.

m; {Viestoni, chesteve} @unicamp.br

background traffic, define link characteristics such as band-
width, latency, packet loss, and jitter, and implement network
slices. It can emulate distributed edge computing environments
through emulated switches and links, which makes it par-
ticularly valuable for HTC research, as it facilitates precise
modeling of multi-tiered edge architectures while delivering
100 Gb line-rate throughput.

While the potential of SDN/NFV for holographic com-
munication has been explored (4] [S), existing rescarch of-
ten lacks a comprehensive evaluation of actual volumetric
media transmission and real immersive virtual reality (VR)
experiences. Moreover, existing network emulation platforms,
such as Mininet with behavioral model version 2 (bmv2), are
still limited in throughput (at around 1 Gbps) (6], restricting
scalable experimentation with HTC’s high bandwidth require-
ments. Although studies have investigated QoS’s impact on
Qo for Head Mounted Display (HMD) users [7], they often
do not fully leverage the benefits of a programmable network.

To address these gaps, our earlier work (8] demonstrated a
P7-based programmable network testbed to showcase the im-
pact of QoS on holographic streaming QoE. This work lever-
ages our earlier work by introducing network slicing and edge
computing concepts into the testbed for holographic streaming.
‘This demonstration features a P7-based programmable testbed
to create three distinct network slices across edge computing
regions (one far edge and two near edges) supporting holo-
‘graphic volumetric streaming. Attendees will directly observe
how dynamically adjusting latency and packet loss across these
P7-enabled slices affects the QOE of users wearing HMD while
interacting with immersive VR holographic content

I SYSTEM ARCHITECTURE AND TECHNICAL
SPECIFICATIONS
A. Programmable Testbed

Our testbed environment for holographic streaming employs
P7 on top of a programmable switch to enable data plane

“To enable practical ion with cutting-edge tech-
nologies, the P4 Programmable Patch Panel (P7) [3] serves as a
high-fidelity hardware-based network emulator by allowing re-
searchers to conduct experiments on a single high-performance
programmable platform. P7 can instantiate network elements,
create multiple switch instances of custom P4 codes, generate

through P4 programs and realistic emulation
of complex network topologies. The implementation archi-
tecture, as illustrated in figure 1, comprises six emulated
switches, Swl, Sw2, Su3, Swd, Sw5, and Swé that connect
the end user to the service edges. It is worth mentioning that
the topology and the metrics can be updated at runtime.

Cloud DCs

ore
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Volumetric media streaming QoS / QoE QGQ

Immersive Virtual Reality in HMD SMARTNESS

Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE NetSoft’25 demos.



Volumetric media streaming QoS / QoE QGQ

Immersive Virtual Reality in HMD SMARTNESS
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\

Volumetric Decoding
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Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE NetSoft’25 demos.
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NWS2 (Internet of Robotic Things): LLMs
to coordinate multi-agents for
human-robot interaction.

NW4 (Programmable Data Plane):
Small Language Models (SLMs) in
SmartNICs; Mininet Network Agentic Al
emulator; Networking 4 LLMs.

CL3 (Immersive Media): Al-assisted and
Al-driven compression for
holographic/volumetric media

DC1 (Disaggregation and Edge
Offloading): distribute ML workloads
across HW (GPUs, DPUs, FPGAs)
DC2 (WebAssembly Edge Offloading):
3D object detection using the Cube
R-CNN model; distributed multi-agent
LLM execution.

DC3 (Open RAN Intelligence): Deep
Learning (DL) mechanisms for intelligent
decision-making

DC4 (LLM-enabled Control): Dynamic
compute offloading of Al modules,
focusing on LLM/VLM partitioning

DM3 (Telecom FL): Improving the
efficiency of Federated Learning (FL) in
telecom scenarios

Al1 (Audio Semantic Communication)

NEXT (Emerging Research): LLMs for
incident diagnosis: autonomous
Kubernetes fault remediation




6G R&D Landscape QGQ

SMARTNESS

 The path (R&D&Standardization) toward 6G
introduces profound uncertainty.

 Moving beyond simple speed increases to
fundamentally undefined protocol stack(s?).
- Protocol Stacks: Future headers are undefined.

- Programmable 6G Core: New abstractions e.g.
semantic networking, intent-aware functions, ....

- Cognitive 6G Core:
Shift to Al-native, NWDAF++ exploration

- Control: Real-time control loops, predictive
mobility & slicing controllers, etc.




Challenges with Existing / Traditional Testbeds QGQ

SMARTNESS

]

» |Inflexible 5G implementations
 Hard to test new headers

* Limited Al/telemetry integration
* Unrealistic workload support

« Restricted accessibility:
- Cost-related
- Knowledge-related




Network Slicing

Challenges & Hazards in Experimental Evaluation

(42

SMARTNESS

e Accuracy vs. Complexity
o Simplified models in simulators lead to unrealistic performance
expectations.
e Scalability
o Emulating large-scale 5G networks is computationally intensive and
challenging.
e Determinism and Repeatability
o Variability in testbed conditions can result in inconsistent and unreliable
results.
e Resource Isolation and Fairness
o Ensuring fair and isolated resource allocation among slices is complex.
e Real-Time Constraints
o High-fidelity emulating ultra-low latency and high reliability is difficult.
e Cost and Resource Limitations
o High costs and resource demands restrict the scope of experiments.

76



Conclusions

SDN tools in Research & Education

Undergrad lab classes

e Mininet for IP/Ethernet practical activities
e P4 to learn the internals of a datapath device
e Mininet-WiFi for wireless experimentation

Open Source! Lab exercises available upon request!

Grad & Extension classes
e Multiple instances

(42

SMARTNESS
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Community & Impact

Beyond supporting research needs, these
tools can democratize 6G
training/education.

e Educational Labs: Students use P7 to build
and break networks without expensive HW.

e Open Ecosystem: All tools are open-source,
fostering community contributions.

e Standardization: Allows validation of
IETF/3GPP drafts before they mature.

Early validation. Stress-testing NFs,
Al-native Functions, APIs, etc.

e Reproducible results

(42

SMARTNESS




Future Directions @Q

Work-in-progress SMARTNESS

e Improve performance:

o We are currently limited by the capacity of the Tofino recirculation port (used to emulate latency, jitter and
pipeline switching). We are studying the use of loopback ports and jumper cables to reduce the use of
recirculation ports.

e Precise measurements and traditional INT support:

o Currently, the P7 egress pipeline is not used for any function. Therefore, we studied the development of
traffic monitoring strategies in this block, improving the measurements offered to the user, and also
implementing INT monitoring natively.

e Packet Loss and Jitter models:

o Instead of defining a fixed % of packet losses or a fixed jitter variation, we are looking to implement some

packet loss and jitter models, as supported in Mininet.

e P7 for SmartNICs:
o We are implementing support for network topology emulation also on SmartNICs (Bluefield 2).
Next, we plan to integrate both solutions for a more complete emulation environment.
e Open RAN integration:
o Plans for application testing in Open RAN Brasil islands, other RNP testbeds?
e And more (incl. community / collaboration, etc):
o Distributed Al workloads, Emulation of LEO, satellite / aerial networking conditions 79



https://fapesp.br/cpe/home

Meet the real Tofino heroes! QGQ

| just put names and do slides :) SMARTNESS
e July, 6-10 e Fabricio Rodriguez
o on-site @ NEXTONIC o Was MSc & PhD @ UNICAMP
o remote INRIA / Damien Saucez o Now at Telefonica Research in Barcelona
e Francisco Vogt
e W4 of October o Was MSc @ Unicamp
o UAH (CNSM), o Was 1-year visiting researcher at UvA/ EU
o Round++ of on-site lab activities SNS DESIRE 6G
(visit #2 to Elisa Rojas Telefonica, o Now in the last PhD stage (not yet in the
Nextonic, etc.) market)
° e Filipo Gabert Costa
e More o Ongqing 6-mopth MSc visit @ UC3M
o the (gracias Antonio!)

o Next. PhD start at Unicamp



https://fapesp.br/cpe/home

Key Takeaways QGQ

SMARTNESS
Uncertainty
We cannot predict 6G protocols, so we must build experimental platforms that can adapt to
anything.

6G Research

Needs: openness, flexibility, agility (time-to-test), fine granular time-sensitiviy @ 10s Gbps,
Programmability
P4 & Tofino + SmartNICs are key, accessible building blocks for hardware-accelerated, flexible,
realistic experimentation.
Our Toolbox

Ongoing open-source efforts (P7, PIPO-TG, P4R) provide the necessary fidelity to validate the
"Unknown" of 6G starting with the lesser-known of 5G (e.g. uplink performance) and demanding
apps (e.g. volumetric media).
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1
SMARTNESS

Gracias!

Thank you - Obrigado- Merci - Danke

Let's talk cooperation.

Questions, joint proposals, testbed federation, dataset co-design —
all welcome.

Funded by FAPESP, Ericsson - Powered by 15+ Brazilian universities, CNPq, CAPES, MCTI,
Finep

o ’
A -
RFapEsPp S8 [SP ufstem =

UNICAMP ERICSSON

Christian Esteve Rothenberg

Professor - FEEC / UNICAMP
Pl - SMARTNESS 2030

chesteve@unicamp.br
smartness2030.tech

github.com/smartness2030

zenodo.org/communities/smartness2030

linkedin.com/company/smartness2030

instagram.com/smartness2030.tech




Questions?
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What is SMARTNESS 20307 ﬁﬁ:@
CPE: FAPESP Engineering Research Center (ERC) SMARTNESS

» Co-Financed by the Sao Paulo Research Foundation (FAPESP).

« FAPESP is a solid and stable foundation, with budget of 1% of all state taxes
collection (3.5 Billion SEK in 2021).

« ERC is FAPESP’s top program for collaborative research with Industries.

 ERC premise: the execution of internationally competitive research in accordance with
global excellence benchmarks.

« There are currently more than 15 ERC in different technological areas, e.g., oil and
gas, biotechnology, agribusiness, energy, artificial intelligence, etc.

e SMARTNESS is the first ERC in the Telecom area

.JAPE SP https://fapesp.br/cpe
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SMARTNESS 2030

A networking-centric Engineering Research Center

(42

SMARTNESS

Mission

Cutting-edge research
in communication
networks and advanced

digital application
services.

Towards 6G.

&

Founders

Ericsson, UNICAMP,
USP and UFSCar.

Hub center at UNICAMP

@

Long-term investment

10 years.

56 MBRL (~120 MSEK)
1:1:2 — Ericsson: FAPESP:
UNICAMP.

50+ associated researchers

15+ university partners
120+ scholarships

History/ Status

2018-20 — Work on the Proposal
Feb/ 2021 — Prop. submission
May / 2022 — FAPESP approval
Dec / 2022 — Kick-off ceremony

April 2023 - Official start Eg ‘
»)



Where is Smartness in the 6G E2E architecture? ﬁﬁ)ﬁ

Main scope SMARTNESS
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About SMARTNESS (2023-2033) QGQ
Impact areas of the FAPESP Engineering Research Center (ERC)  gMARTNESS

SMARTNESS 2030

Industry Academia

| Open u o R I

j| Standards Research PR & Talent Building Sclentific I
(SW/Data) Education Publications

)




PUSH/PULL modes of operation @B@QGQ

“Technology Push & Market Pull” like workflows SMARTNESS

Academic Research Push: New research findings, ideas, trends, etc. from SMARTNESS pushed to Ericsson Research

Ericsson Research Pull: New research contribution demands/opportunities from projects / standards brought to

SMARTNESS 2030 to shape ongoing Research Strands and/or create new ones.

SMARTNESS
R ———

ERICSSON

Executive Committee
(EC)

Scientific & Technology
Advancements Board
(STAB)

Technology Journeys
Future Network Programs
EU SNS JU Projects
Standardization

Open Source

Etc.

International Advisory Board
(IAB)

"cD |cA |[TRU [sus |

Beyond State-of-the-Art




Management

Organization, Roles & Responsibilities

International Advisory
Board (IAB)

Industry

Telecom Operators

[
[
[ National Ecosystem
[ Academia

ERICSSON
[Brazil & International]

Business Areas

Ericsson Research

Cloud
Dr. Mattias Wildeman

Al/ML
Dr. Jean Martins

Network Control
Dr. Peter Ohlén

Network Data
Gergely Pongracz

A Applications
Dr. Gyanesh Patra

Technology Transfer
Deputy (TTD)

Dr. Mateus Santos (Ericsson)

Education and Dissemination

Deputy (EDP)
Dr. Klaus Raizer (Ericsson)

Partnership Coordinator (PPC)
Prof. H. Figueroa (UNICAMP)

Scientific & Technology Advancements Board (STAB)

~

Fluid Control & Data Planes
Prof. Christian Rothenberg
Prof. Fabio Verdi

Coghnitive Architectures
Prof. Ricardo Gudwin

e B
Customized Edge Computing

Prof. Edmundo Madeira
Prof. Luiz Bittencourt

Sustainability
Prof. T. C. M. B. Carvalho
Prof. Daniel Batista

Machine Intelligence
Prof. F. Von Zuben

~
Trustworthiness

Prof. Marco A. A. Henriques
Prof. J6 Ueyama )

Technology Transfer Manager
Dr. Eduardo Sartori
(UNICAMP)

Education and Dissemination of

Knowledge Manager

. Dr. Roberta Steganha (UNICAMP)

|

..................................

e
SMARTNESS

90



Advancements | Areas @Q

STAs SMARTNESS

CEC: Customized Edge Computing

Augmented | Industrial

CA: Cognitive Architectures Society |l Internet

& Machine Intelligence Future Applications
SMARTNESS 2030

Scientific & Technology Advancements

s

FCD: Fluid Control & Data planes

s TRU: Trustworthiness (CEC) (CA) (FCD)
Customized Edge Cognitive Fluid Control &
\_ Computing ) Architectures / |\ DataPlanes )
SUS: Sustainability (e, (TRU) | (SUS) A
‘} °;) Trustworthiness Sustainability @


https://smartness2030.tech/scientific-and-technological-advancements/

Research Strands (RS)

From Apps/Services to STAs (and vice versa)
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Society

Industrial
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Top-down

Future

Future Applications

SMARTNESS 2030 Research Strands (
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Research Strands (RS) - Day 1 ( i QGQ

RS as organizational thrusts hosting WPs XS SMARTNESS

NEWTON - In Edge Network Industrial automation
Lead PI: Christian Rothenberg (Unicamp)
ER Receiver: Gergely Pongracz and Gyanesh P.

[CEC | [ cA | [FcD | [.sus | LTRu |

C3LA - Cognitive Closed Control Loops Architecture for Edge 1oV | Sy ~<
Lead PI: Christian Rothenberg (Unicamp)
ER Receiver: Gyanesh P. and Szilveszter N Research
DEMIST - Distributed Edge Computing Swarm Intelligence
Lead PI: Luiz Bittencourt (Unicamp) Resedrch
ER Receiver: Mattias Wildeman and Bjorn Skubic
DisCoNet - Distributed Computer Networking ———
Lead PI: Fabio Verdi (UFSCar) Strand 4 2
ER Receiver: Andrew Williams and Vinay Yadhav

ADVENTURE - Adaptive and Secure Net. Applications over the
Industrial Internet

Lead PI: Daniel Batista (USP) WPs ~18-24 month duration
ER Receiver: TBD

Scientific & Technology Advancements




Research Strands (RS) - Day 2 (= Q(_\'Q

RS as organizational thrusts hosting WPs XS SMARTNESS

[CEC] [ cA | [Fcp] [Ssus] [TRU |

[cEc] | ca | [Fcp | [sus| [TRU|

Research Strand 1 )
WP1, WP2, ... WPI C) Research Strand n + 1 {

Driver Applications WP1, WP2, ... WPx O)’ 7
Research Strand 2

WP1, WP2, ... WPj
Driver Applications

Research Strand 3
WP1, WP2, ... WPk Research Strand n + 2 ) I

Driver Applications WP1, WP2, ... WPz

hS

WP, WPZ, . Wem ~)

Driver Applications Integrated Aggregation of Multidisciplinary

Use Case Scientific & Technology Advancements (STA)

Use Case ST 4
Beahailic Scientific & Technology Advancements (STA) Pilots



WP Portfolio A
L
SMARTNE!

AN
2023 2024 2025 2026

RS WP#. Short Name
2023 2024 2025
Q1 Q2 @3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 RS WP#. Short Name

NW1. Dataplane HW
acceleratioF:IIofﬂoading Q1 QZ Q3 Q4 Q1 QZ Q3 Q4 Q1 Qz Q3 Q4 C
NW2. Internet of Robotic Things NWA1. Dataplane HW

for smart enterprises
NW3. Distributed perception at acceleration/offloading

Wik avnEonmRit NW2. Internet of Robotic Things

NWA4. Programmable data plane .
for smart enterprises

CL1. Multimedia traffic

modeling and QoE eval NW3. Distributed perception at
Sl e the TROCA environment
Communications (HTC)

CL3. Immersive Media NW4. Programmable data plane
DC1. Disaggregation and edge

offloading of XR & ML models CL1. Multimedia traffic

DC2. WebAssembly Edge :

Offloading of Browser Apps mOdellng and QOE eval

DC3. O-RAN and intelligent CL2. Holographic Type

decision-making based on DL
DC4. LLM-enabled control with
dynamic compute Al offloading

Communications (HTC)

DM1. Video delivery at the edge CL3. Immersive Media

with support for VR/AR

DM2. Edge-assisted intelligent DC1. Disaggregation and edge
drone management .

DMS3. Vertical Federated offloading of XR & ML models
Learning in telco scenarios

AD.WP1: Network Software DC2. w_ebAssembly Edge
Testing Offloading of Browser Apps
AD.WP2: Prioritization of Smart . .

Grid Traffic DC3. O-RAN and intelligent
AD1. Distributed Intelligence for decision-making based on DL
Secure 6G Network Services .
e DC4. LLM-enabled control with

governance mechanisms dynamic compute Al offloading



